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Executive Summary

There is a growing demand for the development of a digital public infrastructure (DPI)
to promote access to essential rights and services for people, just like physical infra-
structure. There is a significant effort in international debates to outline the shape of
a DPI, as well as its concept and applications. In addition, it is essential to realize that
the elements of open and interoperable technology, with robust governance and
multisectoral participation are essential to guarantee the trust, transparency and
accountability of the infrastructure, as well as promoting inclusion and innovation..

Although the definition of DPI is still evolving, it is important to recognize that appli-
cations of this infrastructure must serve the common good and maximize public
value. The element of public value is added to other essential elements to charac-
terize an application as DPI. DPI applications are constituted as such in a process of
constant updating, and not just on the basis of a fixed classification which considers
the application as part of a DPI ecosystem or not.

One of the key structural elements of DPl is the active engagement of various sec-
tors of society in the development and governance of DPL. This engagement is
crucial for fostering innovation and creating user-centered solutions, particularly in
areas such as identity. Nonetheless, for this multisectoral engagement to be impact-
ful, it requires the definition of formal and material standards through which society
can shape the evolution of DPI applications, their execution, and oversight.

One of the main materializations of DPI is the identity applications. This is due to
the fact that a digital infrastructure is only effective and gains practical significance
when it enables the identification of application beneficiaries in a secure and conve-
nient manner. As infrastructure becomes digitalized, identity validation procedures
are crucial for individuals to access rights, public or private products or services.

In this perspective, digital identity works as a set of unique electronic attributes that
perform certain functions, such as guaranteeing the reliability of a person’s creden-
tial, with the potential to simplify this identification process. In general, these sys-
tems must perform the basic functions of identification, authentication and authori-
zation, forming an essential cycle to guarantee their usefulness.

In addition to conventional functions, these systems can involve a few or several
actors with specific roles, such as identity providers, system operators and trust
entities. These actors can organize identity systems in centralized, federated or



decentralized structures, which influences the management of these systems.
In addition, identity systems can have foundational purposes, seeking to provide
a legally recognized universal identity, or functional purposes, issuing credentials
to authorize specific access, or even other purposes depending on the context in
which the identity is validated.

With the complexification of identity systems and the combination of these frame-
works, layer-based identity models are becoming more popular as DPI applica-
tions. These models are the result of the integration of multiple digital systems made
up of different sources and contexts, which tension the purpose of data collection
with the compatibility of subsequent uses.

Identity systems in a DPI present specific risks for people’s autonomy and person-
ality development that go beyond the sum of the risks of an identity system and its
digitization considered in isolation. Constant and uninformed monitoring of people’s
behavior and attributes can restrict the autonomy and free development of those
identified.

Thus, sharing identification information from different contexts can lead to serious
violations of privacy rights, given the lack of informational separation between the
agents involved. Furthermore, it is possible that the risks generated in one identifi-
cation context (e.g. fraud detection) may manifest themselves in other contexts (e.g.
when applying for a job), due to the flow of data.

In view of these risks, identity systems must:

« Implement data protection as a fundamental principle, requiring the adop-
tion of transparency approaches, establishment of purpose and specific
data sharing rules, always seeking to minimize data sharing;

»  Seek approaches that prioritize people’s power of agency, always guaran-
teeing the right to explanation and review of decisions made about them;

= Prevent the aggregation of data in a single centralized database or the
retention of unnecessary dataq, limiting the collection and use of personal
data to protect people from data misuse;

= Introduce robust mechanisms to ensure that the sharing of attributes and
credentials takes place in a secure and traceable manner, and that datais
accurate, complete, kept up-to-date and relevant;



» Guarantee accountability tools for the agents involved in the development
of the systems, so that they take responsibility for practices, especially
those that impact vulnerable groups;

» Have participatory governance systems from the ground up, guarantee-
ing the effective participation of the various stakeholders, especially civil
society and vulnerable groups who may be particularly affected by digital
identity systems.

The integration of identity layers aims to increase trust in the systems, but the lack
of governance may lead to rights violations. Therefore, its implementation requires
careful approaches to ensure security, accountability and inclusion. Personal data
protection guidelines emerge as useful tools in the development and implementa-
tion of identity systems in a DPI, avoiding the retention of unnecessary data and en-
suring secure and non-abusive data sharing.

Therefore, for identity systems to be considered DPI applications, it is essential that
they are governable and collaborative systems that allow for improvement based on
the responsibility of the agents involved. In a context of layered identity, transparent,
accountable, collective processes that maximize public value are fundamental for
an identity to be a tool for accessing infrastructure and its implications.

The following mind map consolidates the assumptions, links and nuances of this DPI
identity ecosystem:
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About the booklet

What is the purpose of this booklet?

This booklet has been designed as a resource for agents working in the identity
ecosystem to recognize the foundations, applications and functionalities of a digital
identity in the context of the DPI. The booklet organizes a diffuse mosaic of the role
of identity in a DPI, based on examples, in order to shed light on the main key points
for this infrastructure application to promote fundamental rights.

Who is the booklet’s target audience?

Institutions, public bodies, companies and researchers who plan, develop and imple-
ment digital identity functionalities or products.

How to navigate the booklet?

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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IN PURSUIT OF CONSENSUS ON A
DIGITAL PUBLIC INFRASTRUCTURE

Just as there is public investment in building physical infrastructure, such as roads,
motorways and railways, there is an increasing need to implement a digital public
infrastructure (DPI).

Even without realising it, people use physical infrastructure to access spaces in their
daily lives. For people to visit public offices, banks, health clinics, shops and friends,
they depend on infrastructure such as roads, avenues, buses, cars, petrol stations,
bus stops, pedestrian crossings and pavements. However, people are increasing-
ly using digital spaces to carry out these activities. It is possible and convenient to
access bank accounts, talk to family and friends, pay taxes, make medical appoint-
ments and receive government benefits, among other things, without leaving home.

So, just as physicalinfrastructure is fundamental for carrying out everyday activities,
the debate on building a digital infrastructure is gaining prominence. This structure
is seen as a solution to simplify the flow of people and data, and thereby increase
social wellbeing.

By aiming to rebuild and improve the foundational structures of the most diverse
organisations, the development of a DPI can create exponential results for different
sectors, such as finance, health, and commerce.

However, there is still no single concept of what a DPI is. Various organisations are
debating the issue precisely in order to define the essential elements that make up a
DPI application. Based on this definition, it would be possible to encourage and direct
incentives towards homogeneous DPI applications that respect these parameters.

Given the potential of this infrastructure, the G20, especially during India’s presiden-
cy, embraced the issue as a fundamental tool for providing public services at scale.
From then on, directions for a DPI were outlined. The G20 itself' formulated a defini-
tion of what a DPI would be.

1G20. Compilation of documents annexed to the G20 New Delhi Leaders’ Declaration and other official documents
adoptedduringIndia’s G20 Presidency. G20 Digital Economy Ministers’ Meeting Outcome Document and Chair’s
Summary. Bengaluru, 19 Aug. 2023, p. 333. Available at: https://www.g20.in/content/dam/gtwenty/gtwenty_new/
document/nov-23/Compilation_of documents_annexed to the G20 NDLD.pdf. Accessed on: 22 April 2024
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As international debates on the concept and applications of a DPI progress, other
players are joining in to shape what is understood as the application of this infra-
structure. For example, for the World Bank?, DPI would be like the “rails” that sup-
port transactions and inclusive digital connections between people, companies and
governments, including the provision of services and operations in the public and
private sectors.

The delimitation of these concepts helps to make sense of the direction of a DPI.

” u

Through the use of qualifiers such as finclusive’, “interoperable” and finvolving dif-
ferent sectors’, it is possible to outline the types and criteria for an applicatioh to be
recognised globally as a DPI. : :

An inclusive DPI application means that it
can be used by everyone who is interested,
eliminating any discriminatory barriers.

DPI applications must be able to commu-
nicate with each other. Interoperable ap-
plications arise from the definition of stan-
dards that will allow data to be exchanged
even between different systems.

As a rule, infrastructure solutions are
planned and implemented by several play-
ers, since they impact not just one sector,
but the whole of society. DPI applications
must be the result of a joint effort by various
social groups.
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In 2024, the international debate takes on Brazilian frameworks. Brazil took over the
presidency of the G20, bringing closer together discussions about the development
and premises of a digital public infrastructure in Brazil. One of the factors that high-
lights this mix is the approval of a National Digital Government Strategy through De-
cree No. 12,069 of 21 June 20243,

The Decree aims to articulate the digital transformation strategies of the Brazilian
public administration, at federal, state and municipal level. The Strategy is provided
for in the Digital Government Law, Law 14.129, of 29 March 2021, and its text, which
was in public consultation, is the result of a construction carried out by the Ministry
of Management and Innovation in Public Services*.

For the Decree, DPIs are solutions on a universal scale resulting from the orchestra-
tion of various players, whether from the public or private sector.

Each organization has presented different and specific descriptions and approach-
es to defining a DPI. Despite the diffusion of meanings, the definition of a DPI con-
cept would make it possible to draw up global or even local guidelines for the devel-
opment of this infrastructure.

3 BRAZIL. Presidency of the Republic. Decree no.12.069, of 21 June 2024.2024. Available at: https://www.planalto.
gov.br/ccivil 03/ Ato2023-2026/2024/Decreto/D12069.htm. Accessed on: 24 June 2024.

4 BRAZIL. Ministry of Management and Innovation. Public Consultation - National Digital Government Strategy.
Brasilia, 15 December 2023. Available at: https://dados.gov.br/dados/conteudo/consulta-publica-estrategia-na-
cional-de-governo-digital.
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G20 DEFINITION

A set of shared, secure, intéroperable digi-
tal systems. These systems must be able to
be built on open norms and standards to de-
liver and provide equitable access to pub-
lic and/or private services at scale. These
systems must be governed by enforceable
legal frameworks and rules to drive devel-
opment, inclusion, innovation, trust and
competition, and respect for human rights
and fundamental freedoms.

An explicit concept only in the Decreg, it reinfor-
ces DPI's commitment to the “public”, which this
booklet associates with the term “public value”,
as will be described in this topic.

This concept is only explicit in the G20 defini-
tion. It is important to recognize the interope-
rability and security nature of systems so that
they can be used as a ground for other applica-
tions based on this foundation, infrastructure.

One of the pillars of the DPlis its open technolo-
gy element, but this feature is not reinforced in
the decree’s definition.

“Equitable access at scale” is similar to the idea
of “universal scale” in the Decree’s definition.

The last part is identical. DPI should promote
the respect for human rights and fundamental
freedoms, so efforts should be made to un-
derstand how DPI applications affect people’s
rights.

DECREE DEFINITION

Digital public infrastructures - DPI: structur-
ing solutions, transversal to various public
policies, which adopt network technolo-
gy standards built for the public interest,

The Decree’'s concept guarantees openness
to other DPI-forming agents, not just the public
sector. This understanding is in line with the
concepts presented in this booklet.

Both definitions recognize the use of DPI for pu-
blic and private services.

The last part is the same as the G20 definition.

12

which allow universal scale, and enable
the orchestration of uses by various play-
ers, from the public and private sectors, in
an integrated manner in physical and digi-
tal channels, governed by applicable legal
frameworks and enabling rules to promote
development, inclusion, innovation, trust,
competition, respect for human rights and
individual freedoms.



With the assimilation of the G20 parameters by various organizations, it is possi-
ble to say that a level of consensus is forming regarding the characteristics of this
system. The infrastructure must be made up of open, interoperable technology with
transparent, accountable and participatory governance interfaces to enable inno-
vation and the development of social value®. As an infrastructure, DPI applications
are the result of a robust ecosystem of stakeholders, representatives of the public
sector, the private sector or civil society. Thus, as well as driving innovation, these
actors also guarantee the continuous development, trust and accountability of the
infrastructure.

However, what does “infrastructure” mean in a DPI? Some cat-
D+P+1 S . .

egories of infrastructure are recognised as part of physical in-
frastructure, such as the transport network, energy generation and distribution,
telecommunications structures, water distribution and sanitation. Even so, beyond
these examples, it is still vague to define what infrastructure is. In everyday lan-
guage, infrastructure can be understood as “things we use to build other things” or
“the technology and systems needed for society to function™.

Despite the vagueness of what would be considered infrastructure, this is the key
concept to avoid the concept of DPI being too broad’. In other words, because of the
infrastructure in a DPI, it may not encompass different and divergent applications
and thus makes the term meaningless. To define infrastructure, Professor Porte-
ous uses the Principles for Financial Market Infrastructures (PFMI), published by the
Bank for International Settlements. In this approach, two elements stand out:

«  multilateral nature of infrastructure;

= the existence of an operator responsible for making the infrastructure
work in an orchestrated way.

According to this proposed approach, solutions that do not allow interaction with
various entities, people and organizations are services or applications that cannot
be perceived as infrastructure. Furthermore, for the purposes of supervision and

5 MASSALLY, Keyzom Ngodup, MATTHAN, Rahul, CHAUDHURI, Rudra. What is the IPD Approach? Carnegie En-
dowment for International Peace, 15 may 2023. Available at: https://carnegieindia.org/2023/05/15/what-is-dpi-ap-
proach-pub-89721. Accessed on: 27 January 2024.

6 ZUCKERMAN, Ethan. What Is Digital Public Infrastructure? Center for Journalism and liberty, 17 nov. 2020. Avai-
lable at: https://www.journalismliberty.org/publications/what-is-digital-public-infrastructure. Accessed on: 27
April 2024.

7 PORTEOUS, David. Is DPI a useful category or a shiny new distraction? 2023. Available at: https://www.inte-
gralsolutionists.com/is-dpi-a-useful-category-or-a-shiny-new-distraction. Accessed on: 27 April 2024.
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regulation, it is essential that there is an entity that operates the infrastructure. This
element is stressed in the case of decentralized applications, such as the internet,
where there is no single central authority responsible for the systems. However, de-
spite the tension over this aspect, it is still useful for characterizing an infrastructure.

M-Pesa Case E

Kenia has a mobile payment solution called M-Pesa. This solution is widely used
and can be considered essential for small businesses. However, the solution is
not truly multilateral, even though it involves other parties such as banks and
service providers®. This is because the solution is centrally managed by the
company Safaricom and it only allows the participation of a few entities, mainly
banks, which have bilateral agreements with Safaricom®, rather than being part
of an open, interoperable system where multiple financial institutions can inter-
act freely.

So, in general, infrastructure applications would be those used by the collective, with
broad utility, beyond the needs of specific groups, and therefore accessed by the
most diverse actors. Also, the infrastructure would be a set of systems that would
allow people, governments and companies to relate to each other for purposes not
limited by the infrastructure itself. In other words, it would act as an intermediary for
applications developed on it, serving different needs and purposes.

Another element of DPlis the sense of “public”, since any digital in-
D+P+1 _ _ _

frastructure must be public to be considered a DPI. At first glance,
it's important to note what a DPI is not.

Being a public infrastructure does not mean being the responsibility of a government,
or even being owned or licensed by government entities. Furthermore, defining the
parameters for an application to be considered public is an arduous and controver-
sial task among people who research and implement these approaches.

8 PORTEOUS, David. Is DPI a useful category or a shiny new distraction? 2023, p. 11. Available at: https://www.
integralsolutionists.com/is-dpi-a-useful-category-or-a-shiny-new-distraction. Accessed on: 27 April 2024.

9 DONOVAN, Kevin. Chapter 4. Mobile Money for Financial Inclusion. 2012. Available at: https://documentsi.
worldbank.org/curated/en/727791468337814878/585559324 _201406191042051/additional/722360PU-
BOEPI00367926B9780821389911.pdf. Accessed on: 25 June 2024.
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David Eaves and Mariana Mazzucato, Beatriz Vasconcellos, from the University of
London (UCL)™, understand that the meaning of a public infrastructure is reflected
in maximizing the public value of that application. The first step would be to make
the meaning of public value explicit. This concept is closely linked to what a society
understands by the common good framework.

From Mazzucato’s perspective, the common good" has five pillars:

» Goal and direction: Define an ambitious direction in which policies can be
designed, public-private partnerships formed and citizens involved;

= Co-creation and participation: Defining the rules and mechanisms for
co-investment, collaboration and coordination involving a diverse group
of organizations;

= Collective learning and knowledge sharing: Rethinking institutional
practices that support collective learning and develop long-term capac-
ities and competences;

= Access for all and benefit sharing: Ensuring that public value is distrib-
uted equitably for and inclusive growth; and

» Transparency and accountability: Gaining and maintaining citizens’
trust in monitoring progress through practices that demonstrate a com-
mitment to transparency and accountability.

The creation and maximization of public value is the result of a collective process
built in collaboration between the sectors of society, i.e. it is not created by just one
sector and fixed by the other™. It is from the definition of the common good that pub-
lic value gains meaning and direction. In this way, DPI technologies and applications
start to fulfill the specific aims and objectives of the community in which they are
inserted.

In addition to the idea of the common good, aspects of governance and the role of

10 EAVES, David; MAZZUCATO, Mariana; VASCONCELLOS, Beatriz. Digital public infrastructure and public value:
What is ‘public’ about DPI? UCL Institute for Innovation and Public Purpose, Working Paper Series (IIPP WP
2024-05). Available at: https://www.ucl.ac.uk/bartlett/public-purpose/sites/bartlett_public_purpose/files/iipp
wp_2024-05.pdf. Accessed on: 25 April 2024.

11 MAZZUCATO, Mariana. Governing the economics of the common good: from correcting market failures to sha-
ping collective goals. Journal of Economic Policy Reform, 27(1): 1-24, 2023. DOI: 10.1080/17487870.2023.2280969.

12 MAZZUCATO, Mariana; RYAN-COLLINS, Josh. Putting value creation back into “public value”: from market-fixing
to market-shaping. Journal of Economic Policy Reform, 25(4): 345-360, 2022. DOI: 10.1080/17487870.2022.2053537.
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the state must be taken into account when identifying a DPI. This is because the pro-
cess of understanding what is considered public value is just as important as the
outcome itself and must be conducted in a collective and coordinated manner. It is
therefore essential to create governance structures so that the different stakehold-
ers can move forward collectively towards the common good™®.

Understanding what is considered to be public value through a process is essen-
tial to ensuring that DPI initiatives truly meet the needs and aspirations of the com-
munity. This understanding not only directs efforts effectively, but also guarantees
the legitimacy and sustainability of the results achieved. With this, the coordination
of interests in the process is essential to ensure that diverse perspectives and in-
terests are considered, promoting an open and participatory consensus on what
constitutes public value. Therefore, investing in governance structures that promote
active participation and coordination between all stakeholders is key to maximizing
public value.

Payment system developed by a payment card company:

It can be argued that the evolution of payment methods has contributed to finan-
cialinclusion and people’s participation in the global digital economy. However, ac-
cording to Eaves, Mazzucato and Vasconcellos, the creation of public value means

[ [ |
I |
I I
I I
I |
I |
I I
I I
I |
I |
I I
I I
I |
I |
I that widely accepted social objectives can be achieved in processes of collabo- I
I |
] rative innovation between different actors who co-create markets. To effectively !
: generate such results, itis essential to make expertise available in planning, imple- |
i mentation, management and coordination between various interest groups. This i
: was not necessarily the process embraced by the payment system in question, |
: which is why the interpretation that these systems constitute DPI is questionable. :
I I
[ | [ |

D The term “digital” in DPI does not restrict the concept of digital
+P+1 public infrastructure, depending on the level of intensity of its
digitisation. There seems to be little benefit in restricting DPI to a few types of digital
applications, but it is relevant to note the existing gradations of digitalisation'. As an
example, the OECD has proposed a classification of digitalisation into three levels:
a core layer, where only electronic devices such as computers and mobile phones

14 PORTEOUS, David. Is DPI a useful category or a shiny new distraction? 2023, p. 11. Available at: https://www.
integralsolutionists.com/is-dpi-a-useful-category-or-a-shiny-new-distraction. Accessed on: 27 April 2024.
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are used; a narrow layer, which includes carrying out activities digitally; and a broad
layer, where activities have been significantly enhanced by digital technologies and
data™. Even with this gradation, different types of applications can be considered
digital.

Given the difficulty of defining objective parameters for what DPI applications are,
some definitions limit themselves to listing the three sectors that are recognised as
DPI. These sectors are payments, identity and data sharing. This way of defining DPI
does not restrict the concept to just these sectors, but creates the inference that,
for other sectors to be added, they would have to demonstrate strong similarities
with these three main sectors'.

n the other hand, some seek to understand DPI based on its fundamental elements.
In the sense presented by the G20, DPI is based on three pillars: (i) open and in-
teroperable technology, (i) robust governance, and (iii) multisectoral participation’.
Without these elements, the DPI's objectives are likely to be greatly hampered and
limited to a specific group, without producing the general impact that is intended.

15 OECD. Handbook on Measuring Digital Platform Employment and Work. 3. Conceptual framework, concepts
and definitions. 2023. Available at: https://www.oecd-ilibrary.org/sites/2d333ec3-en/index.html?itemld=/con-
tent/component/2d333ec3-en. Accessed on: 25 April 2024.

ROBUST
GOVERNANCE

16 PORTEOUS, David. Is DPI a useful category or a shiny new distraction? 2023, p. 11. Available at: https://www.
integralsolutionists.com/is-dpi-a-useful-category-or-a-shiny-new-distraction. Accessed on: 27 April 2024.

17 UNDP. The DPI Approach: A Playbook. 21 Aug. 2023. Available at: https://www.undp.org/publications/dpi-ap-
proach-playbook. Accessed on: 27 March 2024.
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The first concept indicates that the infrastructure should be
designed using common protocols so that other functional-
ities can be added to it and these can interact with each other.
The ecosystem should be built on the principles of openness,
interoperability and scalability, so that independent modules
can be added and improved as the infrastructure develops. It is
essential that communication and the exchange of information

OPENAND INTEROPERABLE

TECANOLOGY

between systems is possible in order to generate trust and fa-
cilitate the flow of data.

In the context of DPI, the concepts of interoperability and scal-

ability are fundamental to ensuring that the system is efficient, flexible and capable
of evolving as demand grows. Scalability is precisely the ability of a system to effi-
ciently increase its capacity and functionality as demand grows, without compro-
mising the performance or quality of the services offered. As will be seen in this sec-
tion, interoperability refers to the ability of different systems, devices, applications
or services to communicate, exchange data and use this information in a coordinat-
ed and efficient manner, regardless of their origins or platforms.

From the exchange of information between systems, other characteristics of the
technology emerge as the basis for DPI, such as extensibility and scalability™. These
elements point to a “building blocks” approach, in which it is possible to accommo-
date changes and increase the functionality of the infrastructure without losing its
previous functionality, allowing for updates and improvements whenever necessary.
With this, the technology used to build a DPI allows independent modules to be add-
ed and improved as the infrastructure develops.

The second element determines that the DPI ecosystem complies with governance
parameters, i.e. the infrastructure must be reliable, transparent
and accountable. One of the uses of governance is to allow legal
obligations to be incorporated directly into the infrastructure
architecture, ensuring that agents comply with the law through
the simple act of participation. By default, sectoral regulations
would be complied with, since the system would be compliant,
including with personal data protection standards, which is one
of the rights most under strain in the context of a DPI.

ROBUST
GOVERNANCE

18 UNDP. The DPI Approach: A Playbook. 21 Aug. 2023. Available at: https://www.undp.
org/publications/dpi-approach-playbook. Accessed on: 27 March 2024.
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A system with robust governance means that it is designed in such a way that legal
compliance is integrated and automatic. This is a challenge for DPI application de-
velopers, but in order to be considered DPI, the application must be designed so that
legal compliance is integrated and automatic.

In practice, this translates into designing systems with built-in rules, such as data
protection mechanisms that guarantee users’ privacy in accordance with regula-
tions. This can include encryption, access control and data anonymisation. In ad-
dition, cybersecurity and authentication protocols must be integrated to protect
against unauthorized access and guarantee dataintegrity. These tools reinforce the
understanding that the development of DPI applications is a process of constant
evaluation and improvement, only in this way can they realize the pillars of a DPI.

Implementing governance parameters implies maximizing the benefit to citizens,
trust and transparency that ensure that DPI is safe, secure, reliable and account-
able®®. Governance also promotes inclusion, since while conducting the processes
necessary for DPIgovernance,inclusion parameters mustinvariably be addressed®.

The element of active participation by different sectors of
society in building the DPI highlights the importance of inno-
vation in the market and the provision of services to enhance
people’s experiences. It is only through the participation of
groups of companies, civil society organizations, associations,
consumers, researchers, academics and any other impacted
agent that it will be possible to develop solutions centered on
the citizen, the user of that application. Co-operation between
actors enables the development of innovative solutions and
the sustainability of the system?'. By allowing other groups to
actively contribute, governments can create a more dynamic,
sustainable and inclusive digital ecosystem.

19 UNDP. The DPI Approach: A Playbook. 21 Aug. 2023. Available at: https://www.undp.
org/publications/dpi-approach-playbook. Accessed on: 27 March 2024.

20 EAVES, David; MAZZUCATO, Mariana; VASCONCELLOS, Beatriz. Digital public in-
frastructure and public value: What is ‘public’ about DPI? UCL Institute for Innovation
and Public Purpose, Working Paper Series (IIPP WP 2024-05). Available at: https://
www.ucl.ac.uk/bartlett/public-purpose/sites/bartlett_public_purpose/files/iipp
wp_2024-05.pdf. Accessed on: 25 April 2024.

21 MASSALLY, Keyzom Ngodup, MATTHAN, Rahul, CHAUDHURI, Rudra. What is the DPI
Approach? Carnegie Endowment for International Peace, 15 May 2023. Available at:
https://carnegieindia.org/2023/05/15/what-is-dpi-approach-pub-89721. Accessed
on: 27 January 2024.
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For an application to be considered part of a DPI, it is essential that there is a for-
mal aspect of participation that goes beyond mere consultative guidance and es-
tablishes itself as a fundamental and binding element. The effective participation of
society with the power to decide and direct the guidelines is a prerequisite without
which there can be no development of DPI. Therefore, the proceduralisation of this
participation must cover the entire chain of development and implementation of the
application, defining minimum rules and mechanisms that guarantee the effective
inclusion of vulnerable groups.

This could include, for example, earmarking part of the DPI's resources to fund re-
searchinto the impact of implementation, as well as offers of aid for civil society rep-
resentatives to actively participate in multisectoral discussion forums. Furthermore,
this participation must be binding, allowing public scrutiny to have the power to block
proposals or change their direction, ensuring a truly deliberative process and not
just a consultative one.

The participation pillar, together with robust governance, ensures that the infra-
structure’s objectives are achieved in a broad and inclusive manner. In this sense,
a robust system must provide society with spaces to improve applications by iden-
tifying challenges and points for improvement based on the experience of citizens,
since they are in contact with the application’s functionalities and those responsible
for its development.

In this sense, although a DPI is complex and made up of various elements and ac-
tors, it is through the implementation of a digital ecosystem that countries seek to
boost inclusive growth, innovation and training. Digital infrastructure is a tool that
has already been implemented at some level by many countries. In these cases, it is
perceived as a bridge to facilitate the inclusion, efficiency and empowerment of the
population in the face of the common activities of a society?.

Brazil is one of the countries that is moving towards consolidating a digital public in-
frastructure across various sectors, in order to impact not only how public services
are provided, but also any other activity or service used by citizens. Brazil is already
leading global discussions on technological infrastructure in the financial sector,
with the development of Pix, and in access to public services, with Gov.br.

22 MASSALLY, Keyzom Ngodup, MATTHAN, Rahul, CHAUDHURI, Rudra. What is the DPI Approach? Carnegie En-
dowment for International Peace, 15 May 2023. Available at: https://carnegieindia.org/2023/05/15/what-is-dpi-ap-
proach-pub-89721. Accessed on: 27 January 2024.
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Building a solid and effective DPI depends intrinsically on its pillars of open and in-
teroperable technology, robust governance and multisectoral engagement. The
adoption of open and interoperable technologies ensures that systems are flexible,
accessible and able to communicate with each other, promoting innovation and the
improvement of systems. Robust governance ensures that decisions are made in
a transparent and accountable manner, while active social participation, especially
with mechanisms that allow for the inclusion of vulnerable groups, ensures that the
diverse voices of society are heard and considered. Together, these foundations not
only enhance the impact of DPI, but also promote equitable and sustainable devel-
opment.
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DIGITAL IDENTITY: ONE OF THE
KEY APPLICATIONS OF DPI AND
ITS TYPICAL FUNCTIONS

One of the fundamental points of the transformation driven by a DPI is the implemen-
tation of a digital identity. DPI and digital identity have a very intertwined relationship:
DPI provides the technological and governance basis necessary for the operation
of digital systems and services, while these systems can only function if it is possi-
ble to identify the beneficiary of the applications in a secure and convenient way. As
part of the relationship becomes digital, the challenge of knowing with whom these
relationships and obligations are being entered into takes on a new dimension. In
other words, in some cases it becomes relevant to know whether the person behind
the screenis really who they say they are.

It is through identity validations, whether online or offline, that people access es-
sential services, whether public or private, national or international. In some applica-
tions, identity is the gateway to the digital world, which increases the demand for a
robust and reliable validation process.

For example, in order for a bank to grant a loan to a customer, it must know who it is
contracting with and what the characteristics of that person are. The same situation
is replicated for accessing a social benefit and for a medical consultation, among
others. This identity information can be dispersed in different and complementary
frames or layers, collected in different contexts, as will be described in the next sec-
tion of this booklet.

Depending on the context, identification processes can vary in their degree of ro-
bustness. Although they aim to identify, it is not common for a simple online pur-
chase to verify the identity of the consumer by means of a document issued by the
state. In the case of a bank transfer, it is expected that certain security and integrity
requirements will be guaranteed in order to confirm the identity of those involved in
the process.

How can this process be made digital without it ceasing to be reliable? A digital iden-
tity is seen as another way of facilitating the process of identity authentication, mak-
ing access to goods and services safer and less bureaucratic.

According to the OECD, a digital identity is a set of attributes collected and stored
electronically that can be used to prove a characteristic, quality or assertion about
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a citizen and, when necessary, support the unique identification of that user?:. With
this tool, it is possible to simplify access to various services by adding an optional
alternative to verifying physical credentials and thus strengthen a DPI approach.

© 000 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s

Credentials: An object or data structure that authoritatively links an identi-
ty (and optionally, additional attributes) to a token owned and controlled by
an entity trusted by the credential provider?:.

.
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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o Personal Identifiable Information (Pll): information used to uniquely iden-
tify, contact or locate a person.

.
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

In this infrastructure, new tools are being developed to conduct reliable and protec-
tive identification processes, since they create value for organizations and govern-
ments based on the identity of users. It should be noted that one of the character-
istics of identification, in terms of the OECD concept, is its uniqueness, i.e. it is only
possible to identify an entity if only it has that identity.

This uniqueness of identity creates a tension that is even more aggravated in the
digital context. It is common for a person to have different attributes and to use
some of them whenever necessary. Depending on the context, a person can identify
as a teacher, a sister, a daughter, a hospital patient, a shop customer or a member
of a sports academy, without having to be all of these attributes at once?. This frag-
mentation of identity is quite common, but controversial in digital contexts, where it
is possible to group together and make available a series of attributes of a person,
even if they are only useful in different contexts.

Identity solutions are complex precisely because of the multidisciplinary nature they
affect, from legal effects to public policies, consumption, personality and cultural
impacts. Given the diversity of areas affected, technologies that make use of big

23 OECD. OECD/LEGAL/0491. Recommendation of the Council on the Governance of Digital Identity. 8 Jun.2023.
Available at: https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0491. Accessed on: 27 January 2024.

24 NIST. Withdrawn NIST Technical Series Publication. 3 Jul. 2019, p. 51. Available at: https://nvipubs.nist.gov/
nistpubs/ir/2013/NIST.IR.7298r2.pdf. Accessed on: 2 May 2024.

25 CARIBOU DIGITAL. Identities: New practices in a connected age. Farnham, Surrey, United Kingdom: Caribou
Digital Publishing, 2017. Available at: https://www.identitiesproject.com/wp-content/uploads/2017/11/Identities-
-Report.pdf. Accessed on: 2 June 2024.
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data, the guarantee of interoperability of this system, the centralisation or decen-
tralisation of databases, blockchain registries, and the collection of biometrics as
information to prove uniqueness, bring a new layer of complexity to this scenario.
The establishment of unique identifiers or the dispersion of these attributes point to
new challenges in this areaq.

While identity verification is a useful process, there is still little clarity about what
requirements a digital identity solution must have in order to be recognised as suf-
ficient to identify and be digital. This is because there is no definition of which func-
tionalities are necessary for the system to be considered an identity system and
thus to be a digital identity system. The common elements of these systems, and
therefore their possible frameworks, will be analysed in the next chapter.

The World Bank understands digital identification systems to be those that use
technology throughout the identity lifecycle, including for data capture, validation,
storage and transfer, credential management, verification and authentication?.
This definition recognises that identity can be provided directly by the government,
in partnership or outsourced to the private sector. However, despite having this flex-
ibility in issuance, as a rule, digital identity is linked to a person’s legal identity, which
is recognised by the government for use for official purposes.

It is important to note that a digital identity, even if it is part of a DPI context, is not to
be confused with a legal identity, which is the recognition of a person as a subject
of rights and duties by a state?’. Legal identity is a human right, according to Article
6 of the Universal Declaration of Human Rights?, and access to a legal identity is
objective 16.9 of the Sustainable Development Goals (SDGs) defined by the United
Nations (UN)?. At the same time, identity systems, whether online or offline, have
similarities, such as their function.

Despitethedifferenceinconcepts,thereisanintersectionbetweenthethemes.There
is currently a significant identity gap in the world: it is estimated that approximately

26 WORLD BANK. Technology Landscape for Digital Identification. Washington: World Bank License, 2018. Avai-
lable at: https://documentsi.worldbank.org/curated/en/199411519691370495/Technology-Landscape-for-Digi-
tal-ldentification.pdf. Accessed on: 27 January 2024.

27 FUNDACION KARISMA. Conceptos bdsicos de los sistemas de identidad. 7 Dec. 2021. Available at: https://
digitalid.karisma.org.co/2021/12/07/conceptos-basicos-id/. Accessed on: 27 January 2024.

28 UN. Universal Declaration of Human Rights. Adopted and proclaimed by the United Nations General Assembly
(resolution 217 A lll) on 10 December 1948. Available at: https://www.unicef.org/brazil/declaracao-universal-dos-
-direitos-humanos. Accessed on: 28 January 2024.

29 UN. Sustainable Development Goal 16: Peace, Justice and Strong Institutions. Available at: https://brasil.
un.org/pt-br/sdgs/16. Accessed on: 28 January 2024.
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1 billion people do not have an official identity document. The lack of an identity doc-
ument excludes these people from access to essential services, whether public or
private. The UN has realised that by disseminating digital solutions it would be possi-
ble to ensure that more people have a legal identity®°.

is on the Gov.br app. With a legal identity, on paper, the person also has
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The new Brazilian legal identity is issued on paper and digitally. The CIN I
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access to other digital public services provided by Gov.br access. |

|

|

[ |

Although it varies according to its elements and moldings, any identity system has
three basic functions®"

= |dentify,
= Authenticate, and

= Authorize.

The identification function determines the registration of a person by collecting
personal biographical information and issuing credentials so that an identity can
be proved. This information is usually collected by presenting civil registration docu-
ments, such as a birth certificate or marriage certificate..

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Biographical data: minimum personal data recorded about a person. This
: data may vary depending on the authority issuing the credential. In the Eu-
o ropean Union, the minimum data is: (1) current family name(s), (2) current

name(s), (3) date of birth and (4) a unique identifier. Additional attributes in-
clude: (5) surname at birth, (6) first name at birth, (7) place of birth, (8) current
address and (9) gender?2,

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

30 UNDP. How digital can close the ‘identity gap’. 19 May 2022. Available at: https://www.undp.org/blog/how-di-
gital-can-close-identity-gap.

31 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019. Available
at: https://documentsi.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf. Ac-
cessed on: 28 January 2024.

32 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019. Available
at: https://documentsi.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf. Ac-
cessed on: 28 January 2024.

25


https://www.undp.org/blog/how-digital-can-close-identity-gap
https://www.undp.org/blog/how-digital-can-close-identity-gap
https://documents1.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf
https://documents1.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf

As arule, this function of the identity system is achieved through actions carried out
by the public authorities in the place where the civil registration documents were is-
sued. Once the information has been collected, it can be verified, at which point a link
is established between a claimed identity and the person presenting the evidence.
However, some people do not have any registration documents. In these situations,
identification systems can verify the person’s identity and address in another way32.

Once the verification has been completed, it is possible that some duplicity will be
identified in the issuing of the document, some biometric records will be collected
and the identification document will be issued. This document is the credential that
will be used in subsequent interactions. This credential can be physical or digital,
but it is essential that it is interoperable for authentication, so that other people can
check its validity.

Electronic identification (elD), the result of the elDAS Regulation
(910/2014), is a set of services provided by the European Commission
to enable the mutual recognition of national elD systems across borders in each
EU country. elD allows European citizens to use their national elDs when access-
ing online services from other European countries. The system guarantees legal,
organizational, semantic and technical interoperability in order to validate identi-
ties issued by other entities and thereby facilitate digital operations that require
cross-border identity recognition.

Authentication is the possibility of confirming or rejecting that a person is who they
say they are. As a rule, this verification is based on factors that the person respon-
sible for a given identity claims to have, know or be. As a rule, these factors are the
passwords a person knows, the biometric information they present, access to a ser-
vice they already have, a token, or a combination of these elements.

33 WORLD BANK. Technology Landscape for Digital Identification. Washington: World Bank License, 2018, p. 5.
Available at: https://documentsl.worldbank.org/curated/en/199411519691370495/Technology-Landscape-for-
-Digital-ldentification.pdf. Accessed on: 5 May 2024.

34 EUROPEAN UNION. European Commission. How does it work? 2024. Available at: https://ec.europa.eu/digital-
-building-blocks/sites/pages/viewpage.action?pageld=467109866. Accessed on: 2 May 2024.
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Something a person...

HAS KNOWS IS
= card = password = fingerprint
= certificate =  passphrase = jrises
= security token = PIN = face
= mobile app = challenge-response = behavior
= access badge = other secret = biographic data

. J

Inspired by /ID4D Practitioner’s Guide®®

Authentication systems tend to be more secure if they combine more than one of
these factors, so that, for example, the person demonstrates that they know the
password for an application and have a trusted device, such as a mobile phone or a
password. This combination of factors is known as double authentication.

At this point, some challenges are already known: reducing processing time, improv-
ing authentication accuracy, guaranteeing a low-barrier experience for people, mit-
igating challenges with network connectivity, combating fraudulent behavior and
finding affordable hardware and software solutions. So it's not enough for a person
to identify themselves, to say who they are, they must be able to prove that they are
who they say they are. Their identity must be identifiable.

Background check in a job interview

When a person applies for a job, recruiters may ask for documents that prove
their previous experience, as well as their academic credentials. These recruiters
may check the validity of a bachelor’s degree based on the information provided
on the degree itself, as well as on the document authentication system of the uni-
versity that issued the credential.

The authorisation function determines whether a person with an authenticated
identity can access specific services or information, appropriate and limited to their
level of access. Once an identity has been authenticated, the access rights that an

35 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019, p. 20. Availa-
ble at: https://documentsl.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
Accessed on: 28 January 2024.
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organization has associated with that identity are defined. In more complex authori-
sation systems, access rules can be contextual and dynamic.

Traffic stop

It is common for police forces to carry out identity checks on people driving vehi-
cles. In these processes, the authorities check the authenticity of the identity, as
well as the authorisations guaranteed by the identity card credential. This is the
case of an authority checking a person driving a lorry. If the person driving the
vehicle, despite having an authentic driving license, is not authorized to drive a
lorry, their identity limits the access they have.

Identity systems are fundamental to the provision of services and the fulfillment of
rights and obligations. These systems must fulfill the identity functions that are com-
mon to any identity system, regardless of whether the system is part of a DPI or not.

In some situations, both public and private sector institutions need to know who the
people they are dealing with are. Also, for basic economic, social, political and dig-
ital transactions, these entities must be able to trust that people are who they say
they are, i.e. that no one has stolen or hacked their identity credentials. In addition,
these entities may need to confirm, either during the initial onboarding of a new ben-
eficiary or customer, or on an ongoing basis, that the person is eligible to access a
particular right, service, information or system functionality®¢. In this way, it is clear
that the functions of identity systems are exercised at different times to guarantee
confidence in the application used.

These functions are not independent of each other, but are intertwined and converge
in the specific context of application. According to the World Bank, they form a cycle
in which, from identification, it is possible to authenticate and authorize access until
the identity is revoked. This happens, for example, when the identified person dies.

36 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019, p. 20. Availa-
ble at: https://documentsi.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
Accessed on: 28 January 2024.
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collecting registration documents and collecting the information for the
other necessary information, verifying the identity credential and verifying the
information, issuing a credential reliability of this information l
IDENTITY MANAGEMENT O — AUTHORIZATION e
maintaining and choosing accesses [what and for
revoking the identity how long], maintaining accesses and

revoking them

The development of digital identity systems, as one of the key applications of DPI,
is being endorsed by international organizations, especially in view of SDG target
16.9%". At the same time, in order for it to be recognised as part of DPI, it is essential
to be able to highlight how ID applications make up a digital infrastructure in order
to generate public value according to the functions these systems have. Through
digital identity verification processes, it is possible to guarantee access to benefits,
rights and services for those people who are entitled to them.

In the digital world, given the demands, above all, of preventing fraud and guaran-
teeing trust in digital relationships, the elements that make up an identity system
have become complex. In addition to the fact that there is no definition of the re-
quirements for a digital identity, identification systems can be made up of various
elements and assumptions that form their own molds.

In turn, these molds delimit the structure that these systems can have, including
their functionalities. It is therefore necessary to consolidate consensus and make
progress on the issue so that it is possible to develop a citizen digital identity, i.e. one
with a strong foundation in the values of a DPI.

37 EAVES, David; MAZZUCATO, Mariana; VASCONCELLOS, Beatriz. Digital public infrastructure and public value:
What is ‘public’ about DPI? UCL Institute for Innovation and Public Purpose, Working Paper Series (IIPP WP 2024-
05). p. 17. Available at: https://www.ucl.ac.uk/bartlett/public-purpose/sites/bartlett_public_purpose/files/iipp
wp_2024-05.pdf. Accessed on: 25 April 2024.
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POSSIBLE FRAMEWORKS
FOR IDENTITY SYSTEMS

With technological advances, various identity systems have been developed by dif-
ferent organizations, both public and private, for different purposes. All these appli-
cations have in common the aim of creating and confirming credentials at specific
times and in specific contexts, guaranteeing that the person has something in com-
mon or is the same as the person who first registered. It is because of this element
that various solutions can be perceived as identity systems. Based on the similari-
ties between these systems, four possible molds that reflect the peculiar elements
of this identity ecosystem will be presented.

It's worth noting that these molds don't take into account the requirements of a digi-
tal public infrastructure, as they reflect the demands of identification systems with-
out claiming to be validated by the parameters of a DPI - a cross-reference that will
be made in the next section. Even so, these molds are important in the construction
of a digital identity as an application of DPI, in order to understand the concrete vari-
ations of these systems.

3.1 Entities involved in the system

An identity system can be organized in a simple or complex way, depending on the
number of entities involved in its implementation.

As arule,amore traditional system, especially one linked to the identification function,
involves few entities in its implementation. This is why they are perceived as simple.

The simple system is made up of two actors: an identifiable person and an entity
responsible for identification. This entity, which takes on various roles to enable iden-
tification, issues an identity and, on the basis of the credentials issued by itself, rec-
ognises the identified person. In simple systems, it is possible for the person and
the entity to recognise each other or for them to divide their roles between user and
identity service provider.

Thus, with fewer players involved, the trust model in the simple system identity is
less complex, since there are fewer potential points of failure or breach of trust. At
the same time, this simplicity can hinder the scalability and interoperability of the
system.
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In this system, only the entity that identifies can validate that identity, which can
make the system unsuitable for the interaction of several users who frequently
need to confirm their identity. Furthermore, in a simple system, the identity verifica-
tion process does not depend on the collaboration of other entities and may not be
compatible with other systems - both in terms of technological arrangement and the
requirements for recognising this verification. This lack of interoperability can make
integration with external services, organizations or ecosystems difficult or impossi-
ble.

Complex identity systems, on the other hand, are made up of various actors who
coexist to fulfil different and complementary functions to make up the identity eco-
system. These systems can be made up of several actors who, as a rule, have the
following functions®:

= Person: someone who needs to be identified, who needs anidentity to ac-
cess spaces and systems;

© 00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000003

3 In addition to systems for identifying people, there are systems for identify-

: ing electronic devices, objects and other living beings, which will not be ex-

o plored in this booklet, although they are useful in certain contexts and have
their own complexities.

°
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

» Legal representative: to whom the person, the subject of the identity,
gives powers to act on their behalf, such as the guardians of a child, who
act on their behalf;

» Identity provider: the entity responsible for issuing the identity and con-
trolling the identity data, which is usually collected and stored by the pro-
vider;

» l|dentity system operator: entity contracted by the identity provider to
carry out certain functions delegated by it, such as providing technologi-
cal services for the system’s operation;

38 WORLD ECONOMIC FORUM. Identity in a Digital World: A new chapter in the social contract. Geneve: Sep.
2018, p. 14. Available at: https://www3.weforum.org/docs/WEF INSIGHT REPORT Digital%20Ildentity.pdf. Acces-
sed on: 25 May 2024.
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= Devices, groups of devices, physical and virtual assets: the means
that people have or use to access their identity and which may have their
own identifiers, such as the IMEI of a mobile phone;

» Trusted entities: entities authorized by the provider to confirm dispatch;

» Trusted parties: organizations that rely on the identities issued by the
provider or those confirmed by the trusted entities to allow or deny ac-
cess to goods, services, rights or information;

* Regulators: those who guide the way identities are managed and used.

It is important to note that the function of verifying and authenticating identity can
be a shared service provided by the provider to public and private sector entities.
This occurs in cases where the identity system allows users to take advantage of
the credentials and authentication carried out by the system itself, making it unnec-
essary to build parallel authentication systems independent of the provider®®. Thus,
the entity that must conduct the identification process does not necessarily need to
create its own system for authenticating this identity or issuing a new identity, it can
use a system that has already been created, becoming a trusted part of the system.

Another possibility is that these entities that conduct identification processes do so
as a trusted party of trusted entities. This means that the organization that identi-
fies does not necessarily know the credentials and data of the people identified, but
trusts the authentication made by the trusted entity.

Compared to a simple system, several agents can assign and validate identities, and
it is also possible for other agents to make up the ecosystem to support its devel-
opment on other fronts. In view of the multiplicity of actors, these systems are also
characterized by the multiplicity of those responsible, since each one performs spe-
cific functions.

Complex systems are the result of demands for identification in both the analogue
and digital worlds. In a Big Data scenario, identity systems are now made up of var-
ious entities, whether for accessing public policies, registering for e-commerce or
streaming, complying with tax obligations, making a bank transfer, serving a subpoe-
nain a court case, or pricing an insurance service, for example.

39 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019, p. 15. Availa-
ble at: https://documentsi.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
Accessed on: 28 January 2024.
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It is common for people to identify themselves in different ways and for different
purposes, in specific contexts. In addition, people may not be identified based on
what they are, know or have, but rather on personal information shared by other
organizations. In this scenario, the notion of identity has a direct impact on the ac-
tivities of sharing personal data between entities, inferring information, integrating
systems and cross-referencing data, including personal data. All these elements are
amplified in a complex identity system made up of various actors.

System agents

Maria is a professional who recently applied for aloan to buy a car. To do this, she
provided the bank with her personal information, such as her name, social secu-
rity number, address, employment history and other relevant data. The bank, in
turn, uses this data to assess Maria's credibility.

Participating organizations:

PR

Bank: The bank sends Maria's details to a credit bureau to obtain
a credit report. The report includes information about Maria’s pay-
ment history, any outstanding debts, and other factors that influ-
ence her credit score.

Credit bureau: The credit bureau aggregates the data received
from the bank with other information already in its system, collect-
ed from various sources such as retail shops, credit card operators
and utilities.

Other entities: In addition to the sources mentioned, the credit bu-
reau can receive information from other entities, such as courts
(about legal proceedings involving Maria), social networks (which
can provide inferences about Maria’'s behavior and financial stabili-
ty) and financial institutions with which Maria has already had deal-
ings.

Based on the data received from various sources, the credit bureau can infer

additional information about Maria. These inferences are not only based on the

information she has provided directly to the bank, but also on aggregated data

from various other sources, many of which she may not even be aware of. In a

complex system, Maria may not only be identified by what she is, knows or pos-

sesses, but also by information inferred and shared by other entities.
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Identity solutions are thus becoming increasingly interwoven, including the addition
of new functionalities based on the role of each agent. These systems come to be
understood in terms of moldings and layers, implying new challenges, including in
relation to the specific aims and purposes of the identity system constructed.

3.2 System structure

The structure of an identity system refers to the way the system’s components and
actors are managed and interact. This structure can vary depending on the context
and the demands that the identity system aims to meet, including the way in which
the data and entities involved are recorded and organized, and the level of control
over identity.

In a centralized structure, there is only one provider for an identification system?©.
Essa entidade é responsavel por toda a cadeia do sistema, inclusive pelas funcdes
de checagem de identidade, emissdo de credenciais, autenticacdo e armazena-
mento de dados.

In this case, the provider itself is the only agent offering services based on the iden-
tity it issues. Each service provider supplies the identifier (e.g. username) and the
corresponding credential (e.g. password) to customers who wish to receive their
services?. This structure is commonly used in login services in general, such as a
social network, an e-commerce site or a bank, where in each service the person has
their own credentials.

©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

One of the advances in identification systems is the implementation of a
single sign-on (SSO) service. Through this service, the identity provider al-
o lows identified people to interact with other organizations without having to

carry out a manual authentication process with each of them. They can use
the credentials issued by one entity and recognised by all the others, which
perceive them as a valid form of authentication*.
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The characteristic element of a centralized structure is that the central authority
has total control over the system. It can even share identity information and validate
it with third parties, without the identified persons being aware of this sharing*®. This
authority, as the entity that knows and issues the identity, would have sufficient tools
to use this data autonomously.

Currently, most identities and related data are managed by identity providers and
are not controlled by the person themselves. As well as being vulnerable to hack-
ers and improper sharing of information, this centralized model prevents users from
having full control over their personal data**. It was in this context that other struc-
tures were devised.

A federated structure involves a single identity provider and one or more service
providers, the relying parties. The identity provider issues identifiers and the cor-
responding credentials to the person and the service providers rely on the identity
provider to authenticate the user and provide the user’s attributes and their values
to the service providers®.

To access any service, people authenticate themselves at the identity provider and,
once authenticated, are redirected to the service provider to access the service.
Once a user is authenticated at the identity provider, they can access services from
all the service providers that share the same identity provider. The shared identity
domain is known as a federated identity domain and is created when a notion of
trust is established between the identity provider and the corresponding service
providers.

As a rule, this notion of trust is the result of establishing a contract between the cor-
responding entities. Decentralization is also the result of robust identity systems,
with new actors and functionalities that interact with each other.

researchgate.net/publication/228401861 Gerenciamento_de _Identidades_Federadas. Accessed on: 28 June
2024.

43 BIONI, Bruno; GARROTE, Marina; MEIRA, Marina; PASCHOALINI, Nathan. Between visibility and exclusion: ma-
pping the risks of National Civil Identification and the use of its database for the gov.br platform. Data Privacy
Brasil Research Association, 2022, p. 38.
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A shopping experience based on federated identity

» Lucas decided to buy a new laptop. He opened his brows-
er and accessed his favorite online shopping platform,
where the shopping experience is facilitated by the feder-
ated identity model. On this platform, the Shopping Plat-
form Account System acts as the Identity Provider, while
the Product Catalog Service, Order Management Service and Customer Sup-
port Service are the Service Providers.

) Z

= Logging in: Lucas clicked on the login button on the home page. He was re-
directed to the login page of the Procurement Platform Account System, the
Identity Provider. Lucas entered his e-mail address and password. The plat-
form verified his credentials and authenticated him, issuing a token. This to-
ken would allow Lucas to access all the integrated services without having to
log in again.

= Browsing the product catalog: With his token, Lucas was redirected back
to the Product Catalogue Service, one of the Service Providers. He browsed
through various laptops, read reviews and compared prices. Finding the per-
fect laptop, he added it to his basket.

= Placing an order: Lucas then accessed the Order Management Service, an-
other Service Provider, to complete his purchase. Thanks to the token issued
by the Identity Provider, he was automatically authenticated in the Order
Management Service. Lucas reviewed his order, entered his shipping details
and placed the order.

» Needing service: Later, Lucas realized he had a question about his order. He
accessed the Customer Support Service, another Service Provider, via the
platform. The service recognised his token, and he was connected to a sup-
port agent without having to log in again. The agent answered his questions,
ensuring that Lucas felt confident about his purchase.

This case shows how Lucas was able to authenticate once with the Identity
Provider (Shopping Platform Account System) and access various services
(Product Catalog Service, Order Management Service and Customer Support
Service) of an online shopping platform in a fluid way, taking advantage of the
federated identity model, in which there is interaction between the identity pro-
vider and the trusted agents who provide the service.



Faced with the limitations of centralized and federated systems, especially in view of
the role of the identified person, other structures have been debated. One example
is the identity structure centered on the identified person. In this model, several
service providers can share a single identity provider. However, there is no need to
establish a notion of trust between the entities.

Whenever a persontries to access a service provider, they are routed to the request-
ed identity provider, where they authenticate. The identity provider then releases the
user’s identity data to the service provider, where an authorisation decision is made
based on the user’s profile to grant or reject the request to access the service. With
the absence of any notion of trust between service providers, all entities in this mod-
el implement the link informed by the identity provider.

Relying on the identity provider

Joana is a patient who needs to access various health services, such as med-
ical appointments, laboratory tests and a pharmacy. Each of these services is
provided by a different organization, but they all share the same identity provid-
er, called SaudelD.

Joana decides to book an appointment with her doctor via the online appoint-
ment portal. When she tries to access the portal, she is redirected to SaudelD,
where she had already registered, and logs in using her credentials (username
and password). After successful authentication, SaddelD releases Joana's iden-
tity data (such as name, date of birth, health insurance plan, relevant medical
history) according to a specific profile, and sends this information back to the
consultation portal. SatdelD shares the personal information of data subjects
depending on the requesting organization and the context in which the request
is made. The consultation portal receives Joana's data and checks that she has
the profile required to access the appointment booking service. Based on this
information, the portal authorizes Joana to book her appointment.

Later, Joana needs to book a blood test. On accessing the laboratory’s website,
she is again redirected to SaudelD for authentication. After logging in, SaudelD
releases the necessary data to the laboratory, which authorizes Joana to book
the test.
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Joana also needs to buy prescription drugs. When she enters the pharma-
cy's website, she is redirected to SaudelD for authentication. After logging in,
SaudelD releases the necessary data (such as the prescription) to the pharma-
cy, which then allows Joana to buy the medicines online.

pharmacy) implicitly trusts SadadelD to provide accurate and valid user identi-
ty and profile data. There is no need to establish explicit trust relationships be-
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In this structure, each of the health services (consultation portal, laboratory and |
|
|
I
:
tween each health service, they all trust that SaddelD is operating correctly. }
|
|
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Another structure is decentralized identity, also known as self-sovereign identity.
Here, people have power over their own identity data and can selectively share it
with trusted parties without relying on a central authority.

This structure presupposes not only the interoperability of a person’s identity
across multiple locations and service providers, with the user’'s consent, but also
true user control over that identity, creating autonomy for the person. To achieve
this, a self-sovereign identity must be transportable, it cannot be tied to one provider
or location, and it must allow the person to choose when they want to disclose iden-
tity data to a third party, what data they want to share, to which entity, and for what
purpose?.

In the decentralized structure, once the user has consented to access, the verifier
can directly authenticate the digital identities or credentials in the technological in-
frastructure - blockchain, for example - without involving the identity provider. This
eliminates the need for the verifier to interact with the provider whenever verifica-
tion is required. This is particularly useful when the provider no longer exists at the
time of verification?,

To realize these elements, decentralized systems generally use blockchain technol-
ogies, a type of distributed ledger, to enable the secure, peer-to-peer exchange of
verifiable credentials. This is because the characteristics of the structures are simi-
lar. The blockchain essentially provides a decentralized domain that is not controlled

46 ALLEN, Christopher. The Path to Self-Sovereign Identity. 2016. Available at: http://www.lifewithalacrity.
com/2016/04/the-path-to-self-soverereign-identity.html. Accessed on: 28 June 2024.

47 PUNIA, Swati, et al. Mapping the Blockchain Ecosystem in India and Australia: Case Studies. 2023, p. 14. Avai-
lable at: https://ccgdelhi.s3.ap-south-1.amazonaws.com/uploads/final-blockchain-phase-2-report-for-printing-
-2023---pages-sequence-510.pdf Accessed on: 28 June 2024.
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by any individual entity. The data stored on any blockchain is readily available (avail-
ability property) to any authorized entity (access property)*. Given these character-
istics, a decentralized identity structure is linked to distributed registry tools.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Although distributed registration is one of the main topics of the decen-
tralized structure, this solution can also be used in other structures, in-
cluding centralized or federated ones, depending on the purpose. For ex-
ample, blockchain technology is being used to issue the CIN, even though
there is only one authority that fulfills the role of identity provider®. In this
case, the blockchain assists in the consultation, enrolment and alteration
of CPFs to avoid altered data and duplicate identities for the same person.

This structure seeks to put people, rather than identification authorities,
providers or trusted parties, in control and at the center of identity trans-
actions. In this system, it is possible for identity checks to take place with-
out sharing the data itself, but only the confirmation that the relying par-
ties must check. So, for example, to check whether a person is over 18, the
relying party doesn’t need to know the exact age or date of birth of the
person identified, but only whether they are over 18.

.
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Trential na India ©

The company has developed and implemented a blockchain-based verifiable
credentials ecosystem that empowers citizens to have control over their cre-
dentials and enables the sharing of credentials data while preserving privacy.

Trential's solution includes a credential manager (an application for organiza-
tions to create, manage, issue and verify trusted identity data) and a wallet (a
secure way for citizens to receive, store and share all their digital credentials ina
single application). Trential hasimplemented blockchain to develop animmutable
and verifiable data record that contains metadata related to credentials. This

48 FERDOUS, Md Sadek; CHOWDHURY, Farida; ALASSAFI, Madini. In Search of Self-Sovereign Identity Levera-
ging Blockchain Technology. [EEE Access, v. 7,2019. Available at: https://ieeexplore.ieee.org/document/8776589.
Accessed on: 28 June 2024.

49 BRASIL. Serpro. Government starts using blockchain to issue the National Identity Card. 2023. Available
at: https://www.serpro.gov.br/menu/noticias/noticias-2023/blockchain-emissao-cin. Accessed on: 28 June 2024.
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guarantees the integrity of the credentials, making them tamper-proof and al-
lowing proof of credentials to be shared in a non-transferable way.

As part of the solution, a register of lIT Kanpur University students’ diplomas
was created, and this database was integrated into the Trential ecosystem. This
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I made it possible for third parties to verify students’ diplomas by simply scan- l
| ning a QR code. Each diplomais linked exclusively to its credentials on the block- |
i chain®°, i
u .

3.3 Purposes of the system

Another framework for identity systems is related to their functions, which are tradi-
tionally divided into two: a foundational purpose and a functional purpose.

A foundational, or legal, identity system aims to provide a unique and universal iden-
tity for people, meaning that anyone could be identified in any space by an element
that only that person has. This system is known as foundational because it is used as
a base, a foundation, by other agents for other systems and purposes. At the same
time, this system is legal, since it is also one that is legally recognised by some rule
or regulation as a way of guaranteeing that a person is a subject of rights before a
state, a jurisdiction.

As described in the previous topic, legal identity is used for official state purposes,
so that it is a recognition directly linked to the state that issues it. Furthermore, in
view of its centrality to guaranteeing rights and duties, one of the UN'’s objectives, set
out in Agenda 2030, is to provide legal identity for all people.

As arule, these systems are made up of public registers such as civil registers, iden-
tities and population registers, which are created to provide identification to the
general population for various types of transactions. An identity system can be con-
sidered foundational to the extent that it allows a person to prove who they are by
using credentials recognised by law or regulation as proof of their legal identity®'. As

50 PUNIA, Swati, et al. Mapping the Blockchain Ecosystem in India and Australia: Case Studies. 2023, p. 15.
Available at: https://ccgdelhi.s3.ap-south-1.amazonaws.com/uploads/final-blockchain-phase-2-report-for-prin-
ting-2023---pages-sequence-510.pdf Accessed on: 28 June 2024.

51 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019, p. 12. Availa-
ble at: https://documentsi.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
Accessed on: 28 January 2024.
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a consequence, it is common for foundational identities to be developed and imple-
mented by a country’s public authorities.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Possible reasons for the development of identity systems

“Historically, the registration and identification of people by the state took
place to facilitate the collection of taxes and to ensure that state bene-
fits were received by the citizens. The control of the population through
the use of identification has differed over time, but it is certain that the
demand for identity documents is commonplace in the modern world®.
Specifically with regard to digital civil identity systems, the political econ-
omy perspective behind the development of a security industry highlights
the investment in digital identity systems following the 11 September 2001
: attack in the USA®3, In addition to this vision of an identity system for the

, preservation of national security, an agenda has emerged worldwide for
o the dissemination of identity systems for socio-economic development,
especially with a focus on the world’s poorest countries and regions,
where there is still a significant proportion of people without civil registra-
tion™4,

It is from this register of unique and reliable identities that the foundation-
al identity system can become the foundation for secure identity verifica-
tion for government and private sector users. On the basis of this system,
authorities can understand the integrity of the identity proofing process,
as well as being able to identify duplicates in other identity systems, such
as an income transfer register or public payroll. From a foundational sys-
tem, it is possible to reduce cases of fraud®®.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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New National Identity Card (CIN)

The CIN is Brazil's new foundational identity document. It has the CPF as its
unique number, which, with an official flow of issuance and identification data
throughout the country, would be enough to stop the use of divergent informa-
tion in citizen identification. One of the CIN’s challenges would be precisely to
tackle the fragmentation and insecurity of civil identification systems, the vari-
ous legal and infra-legal regulations, and the lack of a national standard for ver-
ifying the person. The CIN has a digital version, which can be accessed via the
gov.br platform®s,

As a consequence of this foundational system, other systems are being coupled
under the assumption that the foundational identity is universal and accessible to
people. However, this understanding draws attention to a relevant risk: the exclusion

of people who don't have any identity document from accessing public services.

Gov.br platform

Still on the subject of Brazil, the gov.br platform, linked to a foundational system,
highlights thisrisk. This platform “uses the BDICN to authenticate its users based
on a single login, so that citizens need to have their personal data catalogued in
the BDICN in order to access public services digitized via gov.br. To do this, they
need to have an identification document, which depends on the issue of a birth
certificate - the Brazilian “founding document”. Therefore, those who don't have
this document are excluded from gov.br, and this slice of the population is more
numerous in the North and Northeast regions. As a consequence, there is anim-
minent risk of exclusion from access to public rights and policies, such as social
rights relating to labor and social security, such as the impossibility of issuing a
Labour and Social Security Card (CTPS) and taking proof of life with the National
Social Security Institute (INSS), both of which are constitutionally established as
social rights™’.

56 BRAZIL. Digital Government. Citizen identification and national identity card. Available at: https://www.gov.
br/governodigital/pt-br/identidade/identificacao-do-cidadao-e-carteira-de-identidade-nacional. Accessed on:

28 June 2024.
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pping the risks of National Civil Identification and the use of its database for the gov.br platform. Associagdo
Data Privacy Brasil Research Association, 2022, p. 99.
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A functional identity system, on the other hand, aims to issue and validate creden-
tials used to authorize access to specific goods, rights and services, not general
ones. A functional identity is not intended to be universal, since it has eligibility limit-
ed to certain sectors or purposes, which use identification processes to allow spe-
cific access.

Brazilian Driver’s License
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: A common example is the National Driver’s License issued by each state’s Traffic
I Department (Detran), which, in theory, only certifies that a person is qualified to
i drive a car. The voter’s license certifies that the holder can exercise their political
: rights, such as taking part in elections in their municipality, for example. However,
| people under the age of 16 cannot vote and therefore do not have voter ID in Bra-
I zil, which makes this document non-universal. The same is true of the CNH - only
i people who are authorized to drive vehicles can be identified by this system.
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Not every person identified by a foundational identity, which is universal, has the
same access to services, products and rights as people with a functional identity.
In other words, not everyone with a foundational identity, such as the new CIN,
can drive a car. At the same time, it is common for the functional identity to be
based on the foundational one, like the CNH, where to issue it, you need to have a
previous identity document®®.

Generally, public authorities create various functional identification systems to
manage identification, authentication and authorisation for specific sectors or use
cases, such as voting, taxation, social protection, travel, among others. This is the
case in Brazil, where there are other types of identity, with personal data collected
by a specific authority, such as the voter registration card, managed by the Electoral
Justice, the CNH, issued by the Detrans, and the work and social security card, a
document issued by the Ministry of Labour.

In some countries, particularly those without a foundational identification system,
functionalidentity credentials are used as de facto proof of identity for purposes be-
yond their original scope. In the United States, for example, social security numbers

58 FEDERAL DISTRICT. Detran. Obtaining a National Driver’s Licence. Available at: https://www.df.gov.br/obten-
cao-de-carteira-nacional-de-habilitacao-cnh/. Accessed on: 28 June 2024.
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and driver’s licenses are issued as proof of authorisation for specific purposes, but
are used as general-purpose credentials. However, functional identification systems
are not normally considered legal identification systems unless they are officially
recognised as serving that purpose®.
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But how do these frameworks work together? Government bodies,
such as identification authorities, civil registrars, Ministries of Informa-
tion Technology, Interior or Justice, are usually the main suppliers of basic
identification systems. In addition, other government bodies, for example
Ministries of Social Protection, Health, Education, Justice, Taxes, Customs,
electoral administration, depend on these basic systems to interact with
people or are themselves providers of functional identification systems.
Finally, other government bodies play a regulatory role, supervise identifi-
cation systems and may also be involved inimplementing specific compo-
nents or defining standards for technology and data formats®°.
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Identity systems can also be used for other purposes, such as conducting identifica-
tion processes to comply with anti-money laundering (AML), customer due diligence
(CDD) or know your customer (KYC) regulations. It is common in these cases for the
private sector to conduct functional identification processes and provide identifiers
derived directly from foundational identities, i.e. official sources recognised by the
Government®'.

Other identity systems are related to registration processes in physical spaces, social
networks, shops, e-mail and e-commerce, for example. As arule, the people identified
declare some personal data and the identity organization collects other information,
such as photos of the person’s face and fingerprints. These systems do not neces-
sarily use a legal identity to function, but it is possible that this identifier is collected.

59 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019, p. 12. Availa-
ble at: https://documentsi.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
Accessed on: 28 January 2024.

60 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019, p. 12. Availa-
ble at: https://documentsl.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
Accessed on: 28 January 2024.

61 WORLD BANK. ID4D Practitioner’s Guide: Version 1.0. Washington: World Bank License, out. 2019, p. 12. Availa-
ble at: https://documentsl.worldbank.org/curated/en/248371559325561562/pdf/ID4D-Practitioner-s-Guide.pdf.
Accessed on: 28 January 2024.
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Increasingly, however, these identity systems, especially those that serve non-foun-
dational purposes, are putting pressure on the elements of a public infrastructure.
Not necessarily every digital identity system is a DPI application. A public infrastruc-
ture aims to provide equitable access to digital services and infrastructure for all
people, serving a public interest. At the same time, non-foundational systems, espe-
cially those operated by commercial entities, can prioritize specific customer seg-
ments or have access restrictions based on their business models, as well as identi-
fying barriers in interoperability mechanisms, including for competitive reasons.

Furthermore, a fundamental aspect of DPI is the ability to integrate various digital
services and components into a cohesive and interoperable ecosystem. Identity
systems, however, may not have the interoperability or standardization required to
integrate a wider DPL.

However, this does not mean that these systems do not somehow support the infra-
structure. Increasingly, in order to guarantee validity in the identity verification pro-
cess, which is fundamental to trusting the infrastructure, the service provider, the
validating agent, uses multiple identity systems. The sum of these various identities,
which may have been collected in different contexts, makes the process redundant
and robust. This leads us to talk about not just one identity, but a layer of identities
that together make up the user’s identity, a topic that will be explored in the last sec-
tion.
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THE PURPOSES AND LAYERS
OF IDENTITIES IN A DPI

This booklet has consolidated the idea that identity systems are fundamental for
carrying out everyday activities. It is through a valid identity that people can prove
who they are in a secure way and have access to rights, goods and services. Fur-
thermore, based on a foundational identity, it is possible for other functional identity
systems to be created to verify some attribute or characteristic of that already iden-
tified person, allowing for even more specific knowledge about them.

This identity agenda has been strongly promoted by the UN, the World Bank and the
G20, through different approaches. The UN, with goal 16.9 of the SDGs, believes that
all countries should provide a legal identity for people as a way of promoting peace-
ful and inclusive societies for sustainable development, providing access to justice
and building effective, accountable and inclusive institutions at all levels. In order to
achieve this goal, the World Bank believes it is essential to use registries that store
personal data in digital format and credentials that rely on digital rather than physi-
cal mechanisms to authenticate people’s identities®?.

From the discussions on DPI, the G20 has emphasized this infrastructure as a set of
shared digital systems, developed and used by the public and private sectors. This
infrastructure would be secure and resilient, built on open standards, enabling the
provision of services at scale®. To this end, the secure flow of data, including per-
sonal and identity dataq, is recognised as a prerequisite for building this DPI.

However, identity systems carry a number of risks, which can vary in degree de-
pending on their functionalities and frameworks. Taking into account the way they
are structured and implemented, these systems can become tools of exclusion, dis-
crimination and surveillance®®. This is why governance, one of the pillars of DPI, is
emphasized throughout the process of developing identity solutions.

62 WORLD BANK. World Development Report 2016: Digital Dividends. Washington, 2016. Available at: https://
documentsil.worldbank.org/curated/en/896971468194972881/pdf/World-development-report-2016-digital-divi-
dends.pdf. Accessed on: 28 June 2024. p. 194

63 G20. G20 New Delhi Leaders’ Declaration. india: 10 Sep. 2023, p. 22. Available at: https://www.mea.gov.in/Ima-
ges/CPV/G20-New-Delhi-Leaders-Declaration.pdf. Accessed on: 28 June 2024.

64 PRIVACY INTERNATIONAL. The Sustainable Development Goals, Identity, and Privacy: Does theirimplemen-
tation risk human rights? 2018. Available at: https://privacyinternational.org/long-read/2237/sustainable-deve-
lopment-goals-identity-and-privacy-does-their-implementation-risk. Accessed on: 28 June 2024.
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One of the concerns raised by identity solutions is the difficulty of establishing ad-
equate governance of the infrastructure and its applications, especially the data
flow architecture, which is fundamental to its operation. As mentioned above, iden-
tity systems have different functions and can be organized in specific frameworks,
depending on the agents involved, the structure of the system or the functionalities
of the identity. These aspects translate into greater complexity for the operation of
the system, which involves an intense flow of data in order to achieve different func-
tions, as well as a greater number of agents involved and identifiable people, and
possible applications in different contexts.

This complexification comes from the design of new frames for the systems, but
also new layers of identity, in other words, the identification process cannot be un-
derstood as just verifying a person'’s identity, but as a process of disclosure of infor-
mation between anidentified person and anidentifying agent. This disclosure can be
as little as validating that the person really is who they say they are (by cross-check-
ing biometrics, for example), to something more complex such as that the personis
who they say they are and, based on other personal information or not, the financial
transaction they carried out is not fraudulent.

These functionalities bring greater implications not only from a technological point
of view, but also from a governance point of view. The DPI framework, in which these
various forms of identification are interoperable and scalable, means that the attri-
bution of a characteristic to a person can also be easily transmitted and used in oth-
er identification processes unrelated to the initial one, with the potential to amplify
risks.

Inferences based on identity elements

Jodo works as a night security guard at a corporate building and, during his free
time, uses his mobile phone to access his bank account statement via the bank’s
app. On a normal working night, he decides to make a financial transaction via
the app. In order for the transaction to be carried out safely, the bank uses some
information from the device, his transaction pattern and other personal informa-
tion to detect any signs of fraud. However, this anti-fraud mechanism can harm
specific groups, such as Jodo, by using data that seeks to identify the person.

If data such as geolocation, place of residence (postcode) and mode of inter-
net connection (mobile network or Wi-Fi) are used when defining this bank fraud



indicator parameter and negatively affect a person making a financial transac-
tion (increasing the chance of that transaction being flagged as potential fraud),
people in vulnerable situations could be disproportionately affected. People
who have no fixed address, or who work at night, or who live in outlying areas,
and who only have access to the internet via a mobile connection will be more
likely to be identified as potential fraudsters.

On its own, this increase in the propensity to identify fraud may not be an element
that generates a significant impact for that person. However, by understanding iden-
tity from interconnected layers, these functional attributes can be used as parame-
ters for other identification processes, such as in a background check process for
employment, or a credit granting process, or anti-fraud verification in government
assistance programmes. As a conseqguence, this initial marking of the banking an-
ti-fraud system will have a cascading discriminatory effect on various other identifi-
cation processes.

In this sense, the interoperability of different functional identity systems must be
designed in such a way that risks are not transmitted between different identifi-
cation systems. To this end, a participatory system of governance and auditing are
essential elements in a digital identity arrangement in the context of digital public in-
frastructure.

The identity process conducted in layers is precisely the integration of multiple identi-
ty systems with their own levels of security and privacy. These layers can include ba-
sic digital identities for access to general public services, as well as more advanced
and secure identities for financial transactions or access to sensitive or behavioral
information. Thus, depending on the objectives of the system, what used to be identi-
ty frames are now understood as layers and these are now applicable together.

Layers of an identity with health information

Jodo has an identity card in his name, identifying him with his biometrics,
photo, full name, CPF, sex, date of birth, parentage, place of birth and na-
tionality, as well as the issuing body and place of expiry of the identity card.
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When Jodo turns 18, he starts declaring his income tax. To file his income
e tax return, Johnregisters on his country’s government portal and authoriz-
es the tax office to use his details to issue a pre-filled tax return.

When Jodo loses his job, he registers on the government’s social pro-

e gramme register as a requirement for receiving social assistance from
the government. This registration is done through his government portal
account.

When Jodo opens an account with a bank in search of credit to start a
business, he registers with the bank through the portal, which transmits
only the essential information so that the bank can identify John and vali-
date his identity and registration details. When he applies for a loan, Jodo
is denied credit. Some of the reasons for the denial are the fact that Jodo
is on the register for social programmes, which would indicate a situation
of financial vulnerability, and the information that Jodo declared himself
o exempt from income tax four years ago. This information was accessed
by the bank via the portal. Jodo was unable to challenge the decision be-
cause there was no transparency mechanism to inform him of the rea-
sons for the credit denial and no system for reviewing the decision. Jodo
is no longer included in the social assistance register that he previously
received and does not declare income tax, as all his income comes from
informal work, and he is looking to formalize his enterprise with this loan.

Jodo registers on a private job search platform and logs in through the
government portal, which initially only provides Jodo's name and CPF,
guaranteeing his identification to the platform, which requests additional
registration data such as email and educational and professional history.
When applying for a job as a lorry driver on this platform, the application
e process requests validation of identity through the portal, and asks for
authorisation to access other data on the portal, including data relating
to Jodo’s financial transactions, since the employer will be paying for the
insurance on the lorry that Jodo will be driving. Jodo’s application is reject-
ed. The information regarding his registration on the social programme
register and his credit score were determining factors in this decision.
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Jodo returns to a situation of financial vulnerability and again applies to
be included in the social assistance programme. When making this appli-
cation, Jodo is asked to send a high-quality photo of his face and his identi-
o ty card. This is because the fraud detection system has indicated a sign of
fraud in Jodo’s application. This anti-fraud system is operated by the same
company that provides credit scoring services for the bank that denied
John a loan. Jodo’s mobile phone has a broken camera and there are no
face-to-face service points in the rural district where he lives.

The interoperability of information between the different layers that make up iden-
tification systems can amplify situations of discrimination against vulnerable popu-
lations and create new forms of discrimination. Therefore, when assessing the risks
of an identity system in a DPI context, one must analyze both the risks inherent in the
digitisation of identity, but also the risks that emerge from interoperability and facili-
tated data sharing on the same infrastructure.

Digital identities are now formed by the joining of layers, so that the end result is
not just the joining of isolated systems dedicated to specific contexts, but links and
inferences between these systems. The combination of these two risk-generating
contexts can have consequences that are not merely the sum of the initial risks. An
example of this is in layer 6, where a new discrimination arises. The inability of the
user to authenticate correctly (a typical risk of digital identity systems) occurs be-
cause of the interoperability and excessive sharing of data in this infrastructure (a
typical risk of digital public infrastructure systems).

The contextual element in the development and use of identity systems cannot be
ignored in the face of the realization of data protection principles. Identity elements
perceived in isolated contexts are being communicated to other identity layers,
which can make it difficult for the holder to control and manage these identities.

In addition, behavioral information has come to make up identity. It is not only made
up of information that a person records about themselves, but also information that
emerges from their behavior. Metadata and records, as well as other forms of ob-
served data, are generated from each interaction of the identified person.

The growing stores of data that companies and governments keep on individuals
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and groups are now generated automatically from human behavior®®. Unbeknownst
to people, their habits, preferences and choices are increasingly traceable and be-
come part of their identity.

However, the convergence of these identities, or at least some of their attributes, in
adigital system can create new challenges for the people identified, especially when
it comes to their ability to develop their personality, be aware of the circulation of
their identity information and exercise their autonomy.

There is an eminent risk of people being under constant surveillance by systems that
identify them and add layers to their identity based on data observed or reported in
a given context. In this scenario, even to carry out an everyday activity where iden-
tity validation is not necessary, identification systems are used to monitor people’s
behavior. In addition to surveillance and lack of autonomy, the way in which identity
is perceived is also arisk, since all traceable elements of a person become classifi-
able, even if they are not recognised as valid categories by the system.

Classification of identity elements

Julia is a non-binary person and is using a digital identity system to access a
public service. The system asks her to declare herself as a woman or a man,
but she doesn't fit into either category. By forcing her to choose between main-
taining her full identity or accessing basic services, the system undermines her
ability to navigate the world with autonomy and dignity. These artificial restric-
tions marginalise people, prevent them from participating in society and further
classify them as “disabled”. They also induce the collection of data that is not
normally necessary for the system to function properly®®.
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: In a broader and more complex sense, identity is not just a set of biometric

) and biographical data. It is formed from a narrative constructed both by
o the person identified and by third parties who interact with and perceive
that person. “The construction of personal identity involves a constant

°
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65 PRIVACY INTERNATIONAL. Identities under our control. Available at: https://privacyinternational.org/taxo-
nomy/term/487. Accessed on: 28 June 2024.

66 ACCESS NOW. The Digital Identity Toolkit. 2023. Available at: https://www.accessnow.org/guide/digital-id-to-
olkit/##fmandatory-use. Accessed on: 28 June 2024.
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process of selecting and interpreting personal information, giving rise to
a dispute between different narratives from which identity emerges™’. As
a consequence, depending on the information known and the capacity
for self-determination, digital identification begins to impact on a person’s
way of being.
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Furthermore, a lack of governance in the data used for identity systems can also
lead to risks for people’s rights to access essential services. Depending on how
they are structured, it is possible for identity systems to act as barriers for those
most in need. A person may be prevented from accessing services through the dig-
ital system because they lack meaningful access to technology, because they have
specific attributes or experiences that prevent them from interacting easily with the
system, or because the system exacerbates existing patterns of exclusion or disen-
franchisement®s,

The immediate and aggravated damage caused by denying access to essential ser-
vices such as banking, telecoms, energy, water, housing, health or education is al-
most immeasurable. People become more vulnerable to rights violations and abus-
es as a result of the digitisation of identity and the consequent processing of this
data.

The governance of these systems is fundamental throughout the development and
implementation process, so an unresponsive structure puts the system itself at risk.
When designing an identification system, it is necessary to look at how it will be main-
tained and improved over time, as it is common for certain challenges to be realized
only when the system is used. Therefore, it is not enough to develop tools to make
the system implementable. Basic resources are needed to keep it working properly,
without significant interruptions in access and so that it can be improved.

67 MARTINS, Pedro Bastos Lobo. The regulation of profiling in the general data protection law: the free develo-
pment of personality in the face of algorithmic governmentality. Dissertation (master’s degree) - Federal Univer-
sity of Minas Gerais, Faculty of Law, 2021, p. 41. Available at: https://repositorio.ufmg.br/bitstream/1843/43900/4/
Pedro%20Martins%20-%20Disserta%C3%A7%C3%A30%20-%20A%20REGULA%C3%87%C3%830%20
D0O%20PROFILING%20NA%20LEI%20GERAL%20DE%20PROTE%C3%87%C3%830%20DE%20DAD0S%20
0%20livre%20desenvolvimento%20da%20personalidade%20em%20face%20da%20governamentalida-
de%20algor%C3%ADtmica.pdf. Accessed on: 28 June 2024.

68 ACCESS NOW. The Digital Identity Toolkit. 2023. Available at: https://www.accessnow.org/guide/digital-id-to-
olkit/##fmandatory-use. Accessed on: 28 June 2024.
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In view of these risks, identity systems must:

« Implement data protection as a fundamental principle, requiring the adop-
tion of transparency approaches, specification of purpose and specific
data sharing rules, always seeking to minimize such sharing;

« Seek approaches that prioritize people’s power of agency®®, always guar-
anteeing their right to explanation and review of decisions made about
them;

= Preventing the aggregation of data on a single centralized basis or the re-
tention of unnecessary data, limiting the collection and use of personal
data to protect people from data misuse;

= Introduce robust arrangements to ensure that the sharing of attributes
and credentials takes place in a secure and traceable manner, and that
the data is accurate, complete, kept up to date and relevant;

» Guarantee accountability tools for the agents involved in the development
of systems, so that they take responsibility for their practices, especially
those that impact vulnerable groups;

» Have participatory governance systems from the outset, guaranteeing
the effective participation of the various stakeholders, especially civil so-
ciety and vulnerable groups that may be particularly affected by digital
identity systems.

Digital identity solutions, as one of the DPI applications, must fulfill the assumptions
of an application based on open and interoperable technologies and developed on
the basis of robust governance and multisectoral participation. Furthermore, a digi-
tal identity solution must be developed in compliance with the public interest, human
rights and democratic values. This is a prerequisite for ensuring that the identity ap-
plication complies with the parameters of a DPI. The risks arising from specific iden-
tity applications must be dealt with on the basis of these pillars in order to address
their complexities.

69 MARTINS, Pedro Bastos Lobo. The regulation of profiling in the general data protection law: the free develo-
pment of personality in the face of algorithmic governmentality. Dissertation (master’s degree) - Federal Univer-
sity of Minas Gerais, Faculty of Law, 2021, p. 41. Available at: https://repositorio.ufmg.br/bitstream/1843/43900/4/
Pedro%20Martins%20-%20Disserta%C3%A7%C3%A30%20-%20A%20REGULA%C3%87%C3%830%20
D0O%20PROFILING%20NA%20LEI%20GERAL%20DE%20PROTE%C3%87%C3%830%20DE%20DAD0S%20
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de%20algor%C3%ADtmica.pdf. Accessed on: 28 June 2024.

53


https://repositorio.ufmg.br/bitstream/1843/43900/4/Pedro%20Martins%20-%20Disserta%C3%A7%C3%A3o%20-%20A%20REGULA%C3%87%C3%83O%20DO%20PROFILING%20NA%20LEI%20GERAL%20DE%20PROTE%C3%87%C3%83O%20DE%20DADOS%20o%20livre%20desenvolvimento%20da%20personalidade%20em
https://repositorio.ufmg.br/bitstream/1843/43900/4/Pedro%20Martins%20-%20Disserta%C3%A7%C3%A3o%20-%20A%20REGULA%C3%87%C3%83O%20DO%20PROFILING%20NA%20LEI%20GERAL%20DE%20PROTE%C3%87%C3%83O%20DE%20DADOS%20o%20livre%20desenvolvimento%20da%20personalidade%20em
https://repositorio.ufmg.br/bitstream/1843/43900/4/Pedro%20Martins%20-%20Disserta%C3%A7%C3%A3o%20-%20A%20REGULA%C3%87%C3%83O%20DO%20PROFILING%20NA%20LEI%20GERAL%20DE%20PROTE%C3%87%C3%83O%20DE%20DADOS%20o%20livre%20desenvolvimento%20da%20personalidade%20em
https://repositorio.ufmg.br/bitstream/1843/43900/4/Pedro%20Martins%20-%20Disserta%C3%A7%C3%A3o%20-%20A%20REGULA%C3%87%C3%83O%20DO%20PROFILING%20NA%20LEI%20GERAL%20DE%20PROTE%C3%87%C3%83O%20DE%20DADOS%20o%20livre%20desenvolvimento%20da%20personalidade%20em
https://repositorio.ufmg.br/bitstream/1843/43900/4/Pedro%20Martins%20-%20Disserta%C3%A7%C3%A3o%20-%20A%20REGULA%C3%87%C3%83O%20DO%20PROFILING%20NA%20LEI%20GERAL%20DE%20PROTE%C3%87%C3%83O%20DE%20DADOS%20o%20livre%20desenvolvimento%20da%20personalidade%20em

APOIO

dp Rz < ripple



